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Introduction

Mathematics has always provided powerful structures for understanding com-
plex problems, and among these structures, lattices occupy a unique position at the
intersection of pure mathematics, algorithms, and modern technology. A lattice
can be viewed as a discrete arrangement of points generated by integer combina-
tions of basis vectors in Euclidean space. Although the concept appears simple,
lattices possess rich geometric properties and have become fundamental objects
in areas such as computational number theory, optimization, cryptography, and
algorithm design. The study of lattice bases plays an important role in under-
standing the structure and efficiency of lattice computations. A given lattice may
have infinitely many different bases, and finding a basis with desirable properties,
such as shorter and more nearly orthogonal vectors, is a central problem in lattice
theory. Concepts such as Gram—Schmidt orthogonalization help analyze lattice
bases by decomposing them into orthogonal components, providing a foundation
for studying lattice reduction techniques. One of the most influential developments
in this area is the Lenstra-Lenstra-Lovasz (LLL) lattice reduction algorithm, in-
troduced in 1982. The LLL algorithm provides an efficient method for transform-
ing an arbitrary lattice basis into a reduced basis containing relatively short and
well-structured vectors. Unlike exact solutions to difficult lattice problems such
as the Shortest Vector Problem (SVP), which are computationally challenging,
LLL provides an efficient approximation while maintaining strong mathematical
guarantees. The importance of lattice reduction has grown significantly with the

development of post-quantum cryptography. Many modern cryptographic schemes



rely on the computational difficulty of lattice problems such as the Learning With
Errors (LWE) problem and the Shortest Integer Solution (SIS) problem. These
problems are closely related to fundamental lattice problems, making the study of
lattice algorithms essential for understanding both the strengths and limitations
of lattice-based security systems.

This project explores the mathematical foundations of lattices, including their
definitions, properties, geometric interpretations, and lattice reduction methods.
It focuses particularly on the ideas behind the LLL algorithm, including size re-
duction, the Lovasz condition, and the role of Gram—Schmidt orthogonalization in
producing reduced lattice bases. The algorithmic aspects are also demonstrated
using SageMath implementations to illustrate the practical computation of lattice
reductions. The objective of this study is to develop a deeper understanding of

how lattice structures can be transformed and analyzed efficiently.



Chapter 1

Preliminaries

In this chapter 2], we recall some basic definitions and theorems that will be used

throughout the report.

Definition 1.1 (Vector Space). A vector space V is a subset of R™ with the

property that
101 + apve € V for all vy,v, € V and all ag,ay € R

Equivalently, a vector space is a subset of R™ that is closed under addition

and under scalar multiplication by elements of R.[4]

Definition 1.2 (Linear Combinations). Let vy, vy, ..., v, € V. A linear combination
of v1,v9,...,v, € V is any vector of the form
w = a1V + Uy + - + v, with aq,...,a, € R

The collection of all such linear combinations,

{a1v; + agvg + -+ - + @y, @ U, o, L .. U, € R}

is called the span of {vy,vq, ..., v,}



Definition 1.3 (Independence). A set of vectors vy, vs,...v, € V is said to be

linearly independent if,

a1v] + Qg + -+ + au, = 0 (1.1)

then oy = ag = -+ = a,, = 0. The set is said to be linearly dependent if (1.1) is

true with atleast one «; nonzero.

Definition 1.4 (Bases). A basis for V is a set of linearly independent vectors

V1, Vs, ..., U, that span V. In other words, if w € V can be written as

W = QU1 + QoUg + -+ - 4+ Uy,

for a unique choice of ay,...,a, € R, then vy, vs,...,v, is a basis of V.

The number of elements in a basis is called the dimension of V.

Remark. Let vy, vs,...,v, be a basis for V and let wy,ws,...,w, be another set

of n vectors in V. Write each of the w; as the linear combination of the v;,

w1 = Q1101 + QU2 + - - - + QU

Wo = Qi21V1 + Qg2 + -+ - + Qo Uy

Wy = Qp V1 + Qpo¥Us + - - + QppUp



Then wy, ..., w, is also a basis for V if and only if the determinant of the matrix

Q11 Q1 0 Qg
Qg1 Qigg + O
Qp1 Qp2 - Qpp

is not equal to 0.

Definition 1.5 (Dot Product). Let v,w € R™ and write v and w as follows;

v=(21,22,...,2,) and w = (Y1,Y2,- -, Yn)-

The dot product of v and w is the quantity

Vew =Ty T ToY2 + 0+ Tpln

In terms of inner-product, we can say that (v, w) = x1y; + Toys + - -+ + TpYn.

Definition 1.6 (Orthogonal). We say that v and w are orthogonal to one an-
other if v - w = 0.

Or in the terms of inner-product, (v, w) = 0.

Definition 1.7 (Euclidean norm). The Fuclidean norm of v is the quantity

loll = \fa? +a3+ -+ a2

The relation between dot products, inner-product and norm can be expressed by

the formula,

vev=|p]* and (v,v) = []v]]”

Definition 1.8 (Orthogonal Basis). An orthogonal basis for a vector space V



is the basis vy, v, ..., v, with the property that

v;-v; =0 foralli# ]

The basis is orthonormal if in addition, ||v;|| =1 for all 4.

Definition 1.9 (Orthogonal Compliment). Let V' be a vector space which is
the subspace of R™ with the basis B = by,...,b,. The Orthogonal compliment of
Vis

Vi={zeR": (z,0) =0, VoveV}
Definition 1.10 (Projection of a vector onto another vector). Let u,v,w €

R"™\ {0} and (u,w) = 0, and suppose that v is not a scalar multiple of u.

Then it can be easily seen that [u,w] is an orthogonal basis for R™. Now,

v = pu + ww, where p,w € R

Then,

(u,v) = (u, pru + ww)
= (u, pu) + (u, ww)
— o, u) + wiu, w)
= pu{u,u) +0

= p[ul|?

which implies that,

= (u,v)/|[ul*

Also, (u,v — pu) = 0.



Thus, projection of v onto (u) and (u)* is,

PrOJ () (v) = pu and proj<u>L(v) =V — Ju.

Theorem 1.1 (Gram-Schmidt Algorithm). Let vy, ... v, be a basis for a vector
space V C R". The following algorithm creates an orthogonal basis vy, ..., v} for

V:

Set v] = vy.

Loop i =2,3,...,n.
v - V] .
Lo for1<j<i.

Compute p;; = o2
j

i—1
Set vf = v; — E [ij V] -
Jj=1

End Loop

The two bases have the property that

Spanf{vy,...v;} = Span{vy,...,vi} foralli=1,2,... n.

Example 1.1. Consider the basis B = [(0,0,2),(5,2,4), (=5,1, —3)], for a full

rank integer lattice L C Z3. The squared lengths of the basis vectors are:

[1ba[* = 4, [[ba]|* = 45, [|bs]|* =35

The Gram-Schmidt orthogonalization of B is,
B*=1(0,0,2),(5,2,0),(—1.03,2.59,0)]

The squared lengths of the Gram-Schmidt basis vectors are:

1711 = 4, [1b31I* = 29, [|b3]| = 7.769

Notice that ||bf||* < ||b;][?, for i = 1,2, 3.



The following is the SageMath code of the same:

def gram_schmidt(vectors):
Perform Gram-Schmidt orthogonalization.
Input: list of vectors (over RR)
Output: list of orthogonal vectors

orthogonal = []

for v in vectors:
W=V
for u in orthogonal:
proj = (v.dot_product(u) / u.dot_product(u)) * u
W = W - Proj
if w.norm() > 1le-10: # avoid zero vectors

orthogonal . append (w)

return orthogonal

def gram_schmidt_orthonormal (vectors):

Gram-Schmidt producing an orthonormal basis

orthonormal = []

for v in vectors:

w =V



for u in orthonormal:
proj = (v.dot_product(u)) * u # since u is already unit
W =W - Proj

if w.norm() > 1le-10:

orthonormal .append(w / w.norm())

return orthonormal

V = VectorSpace(RR, 3)

vl = v([0, 0, 2])
v2 = V([5, 2, 4])
v3 = V([-5, 1, -31)

vectors = [v1, v2, v3]

orth = gram_schmidt(vectors)

orthonorm = gram_schmidt_orthonormal (vectors)

print ("Orthogonal basis:")
for v in orth:

print (v)

print ("\nOrthonormal basis:")
for v in orthonorm:

print(v)



Chapter 2

Lattices: Basic definitions and

Properties

In this chapter, we will look onto Lattices, some basic definitions and properties

regarding it.

Definition 2.1. A subset L of R™ is an additive subgroup, if it is closed under
addition and subtraction. It is called a discrete additive subgroup, if there is a

positive constant € > 0 with the following property that for every v € L,
LNn{weR™ :||lv—-wl| <e}={v}

That is, if we take any vector v in L and draw a solid ball of radius € around v,

then there are no other points of L inside the ball.

Definition 2.2 (Lattice). Let v,...,v, € R™ be a set of linearly independent

vectors. The lattice L generated by vy,...,v, is the set of linear combinations of
v1,...,v, with coefficients in 7Z,
L ={aqv1 + agvg + - -+ + vyt g, 0, ... 0, € 7}

A subset of R" is a lattice if and only if it is a discrete additive subgroup.
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Definition 2.3 (Bases of a lattice). A basis for L is any set of independent
vectors that generates L. Any two such sets have the same number of elements.
The dimension of L is the number of vectors in a basis for L.

Let L = L(B) be an n-dimensional lattice in R” with ordered basis B = [by, ..., b,].

The following operations transform B into another basis for the same lattice:
1. Exchange two basis vectors: b; <+ b;.
2. Replace a basis vector by it’s negation: b; < —b;.

3. Add an integer multiple of one basis vector to another: b; <= b; + cb; where

c € 7.

Each of these corresponds to an elementary column operation on the basis matrix
B. The first two operations change the sign of the determinant of B, while the
third operation leaves the determinant unchanged. By repeatedly applying these
operations, one obtains infinitely many distinct bases for the same lattice. The

following theorem characterizes all such bases;

Theorem 2.1. Let L = L(B) be an n-dimensional lattice. An n X n matriz By
1s also a basis for L if and only if By = B1U, where U is an n X n matriz with

integer entries and determinant £1. (Such a matriz U is called unimodular).

Proof. Suppose that B; and By are both bases of the lattice L. Since each is
a basis of the vector space R™, there exists an invertible matrix U € R™*" such
that By = B1U. Because the columns of By belongs to L, the entries in U must
be integers, and hence U € Z"*". Similarly, there exists an invertible matrix
V € Z™™ such that By = ByV. Substituting yields B; = B,V = (ByU)V =
B1(UV). Since By is invertible, it follows that UV = I,,. Taking determinants, we
obtain det(UV') = det(U) det(V') = 1, which implies that det(U) = det(V) =1 or
det(U) = det(V) = —1. Hence, U is unimodular and By = B,U.

Conversely, suppose that By = B1U for some unimodular matrix U. Then L(Bs) C

11



L(By). Recall the inverse formula U~! = adj(U)/ det(U). Since adj(U) has integer
entries and det(U) = +1, it follows that U~ is also unimodular. Thus B; =

ByU~Y, which implies that L(B;) C L(By). Therefore, L(B;) = L(Bs>). O
Theorem 2.2. Every subspace V- C R™ admits an orthogonal basis.

Proof. Let B = [by,...,bg] be any basis of V', and define V; = Span(by, ..., b;) for
1 <4 < k. We construct vectors b7y, ..., b;, inductively as follows. Set b] = b; and
for 2 < i <k, let V;*| = Span(b;,...,b;_;) and b} = proj(viil)L(bi); That is, b} is
the projection of b; onto the orthogonal compliment of the subspace spanned by
the previously constructed vectors b7, ..., b5 ;. Also, define V;* = Span(bi, ..., b}).
To ease the notation, we will write proj, instead of proj(Vi*)L.

We claim that for each 1 < i <k, V* =V, and [0}, ..., b}] is an orthogonal basis
of V*. This claim is generally proved by induction on i.

Clearly, V;* = Vj since bj = by and [bf] is an orthogonal basis of Vi*. Let ¢ > 2,
and suppose that V.*; = V;_; and that [b],...,b} ] is an orthogonal basis of V* .
Now,

bf = proj;_,(b;) = b; — projviil(bz-) = b; — projy, (b)) € Vi

and so V;* C V;. Moreover, b; = b + projvlil(bi) € V*, and so V; C V;*. Hence

V¥ =V, and so [bf, ..., b}

?] is a basis of V*. Finally, since b} € (Vi*;)*, we have

(07,b5) = 0, forall 1 < j <i— 1. Thus, [b7,...,b;] is an orthogonal basis of V;*.

Finally, B* = [b,...,b;] is an orthogonal basis of V;* = Vj, = V, which completes

the proof of the theorem. n

Remark. Let L and L’ be lattices in R™. Then L’ is a sublattice of L if L' C L

Example 2.1. Let n =2 and B; = [(1,0),(0,1)]. Then L, = L(B;) = {Biz : x

€ 7%}
Remark. Suppose that vy,...,v, is a basis for a lattice L and suppose that
wi,...,w, € L is another collection of vectors in L. Just as we did for vector

12



spaces, we can write each w; as a linear combination of the basis vectors,

w1 = Q101 + QU2 + - - - + QU

W9 = 21U + (50X + -+ onUp

Wy, = Qp U1 + QpaU + « - - + QpupUp

but since now we are dealing with lattices, we know that all of the coefficients «;,
are integers.

Suppose that we try to express the v; in terms of the w;. This involves invert-

ing the matrix

a1; a2 - Aip

Q21 Qg2 --°  Q2n
A=

An1 Ap2 - Ann

Note that we need the v; to be linear combinations of the w; using integer coeffi-

cients, so we need the entries of A~! to have integer entries. Hence

1 =det(I) = det(AA™) = det(A) det(A™1)

where det(A) and det(A™") are integers, so we must have det(A) = +1. Conversely,
if det(A) = 41, then the theory of the adjoint matrix tells us that A~ does indeed

have integer entries.

Definition 2.4 (Integer Lattice). An integral (or integer) lattice is a lattice
all of whose vectors have integer coordinates. An integral lattice is an additive

subgroup of Z" for some n > 1.

13



Example 2.2. Consider the three dimensional lattice L C R? generated by three

vectors

v =(2,1,3), vy =(1,2,0), v3=(2,-3,-5)

Form a matrix using vy, v9, v3 as the rows of the matrix.

2 -3 =5

We create three new vectors in L by the formulas

wy = VU1 + Vs, w2:U1—U2+2U3, w3:1)1+2112

This is equivalent to multiplying the matrix A on the left by the matrix

1 0 1
U=11 -1 2
1 2 0

4 -2 -1
B=UA=|-2 1 1
-3 2 1

The matrix U has determinant -1, so the vectors wy, we, w3 are also a basis for L.

The inverse of U is

4 -9 —1
Ul=1-2 1 1
3 2 1

and the rows of U~! tells us how to express the v; as the linear combinations of

14



the wj,

V1 = 4w1 — 2w2 — W3, Vg = —2w1 =+ wy + w3, V3 = —3w1 + 2w2 + ws.

Remark. Let L C R™ be a lattice of dimension n. The basis of L can be written
as the rows of an n-by-m matrix say A. A new basis for L maybe obtained by
multiplying the matrix A on the left by an n-by-m matrix U such that U has
integer entries and has determinant +1. The set of such matrices is called the
general linear group (over Z) and is denoted by GL,,(Z). It’s the group of matrices

with integer entries whose inverses also have integer entries.

Remark. The only difference between a usual vector space and that of lattice is
that it is generated by all linear combinations of its basis vectors using integer

coefficients, unlike the usual vector spaces that uses arbitrary real coefficients.

Definition 2.5 (Fundamental Parallelepiped). Let L be a lattice of dimension
n and let vy,...,v, be a basis for L. The fundamental domain or also known as

the fundamental parallelepiped for L corresponding to this basis is the set

F(vr,... v,) ={tivg +tavg + - + v, : 0 < t; < 1}

Remark. F(B) can be used to partition R™ into non-overlapping regions (paral-
lelepipeds). The corners of these parallelepipeds are the elements of the lattice

L(B), where B is the basis of the lattice.

Definition 2.6 (Volume of Lattice). Let L be a lattice of dimension n and let
F be a fundamental domain for L. Then the n-dimensional volume of F is called

the determinant of L. It is denoted by det(L).

Remark. The volume of a lattice is determined by the basis of the lattice. That

is, volume of the lattice is given by | det B|

15



Proposition 1. The volume is an invariant of a lattice L. That is, it is indepen-

dent of the basis B chosen for L.

Proof. Suppose that B and B’ are two bases of L, such that B # B’. Each bases
generate a fundamental parallelepiped. We know that vol(L) = | det(B)|. Since

B and B’ generate the same lattice L,

B = B'U ; where U is uni-modular matrix

Now,
vol(L) = |det(B)| = | det(B'U)|
= | det(B’) det(U)|
= | det(B’)]
Therefore, volume is invariant of L. O]

Proposition 2. Suppose that L1 C Ly. Then vol(L;) > vol(Ls), where L; and

Lo are lattices.

Proof. Let Ly and Ly C R™ with L; C Ly. If B; and By are the basis matrices of
L, and L respectively, we can express By as the integer combination of B,.
That is,

B; = ByA ;where A is an integer matrix A € Z™*"
which implies,

det(By) = det(Bs) det(A)

vol(Ly) = | det(By)|

= | det(By)|| det(A)]

> | det(By| = vol(Ly) (since |det(A)| > 1)

16



Hence proved. O

Definition 2.7 (Shortest Vector Problem). The shortest vector problem com-
prises of finding a shortest nonzero in a lattice L. That is, we will find a nonzero

vector v € L that minimizes the Euclidean norm ||v||.

Definition 2.8 (Approximate-SVP problem). Given a lattice L, in the approximate-
SVP problem we are bound to find a nonzero lattice vector of the length at most

v.A1(L). Finding a solution for this is believed to be hard for small .

Definition 2.9 (Closest Vector problem). Given a vector w € R” that is not
in L, find a vector v € L that is closest to w. That is, find a vector v € L that

maximizes the Euclidean norm ||w — v||.

Remark. There maybe more than one shortest nonzero in a lattice. That is why
SVP asks for "a" shortest vector and not "the" shortest vector. Same is the case

with CVP.
Example 2.3. In Z?, the solutions for SVP are (0,41) and (+£1,0)

Definition 2.10 (Successive minima). A fundamental problem in a lattice-
based cryptanalysis is finding a "good" basis for a lattice.

Let L € Z™ be a lattice. For each i € [1,n], the i-th successive minimum X\;(L) is
the smallest real number r such that L has the ¢ linearly independent vectors the

longest of which has the length r.

Remark. A\i(L) is the length of a shortest nonzero vector in L.

Definition 2.11 (Gram-Schmidt and lattices). Consider the lattice L with

the basis B = {by,b,...,b,}. Then after Gram-Schmidt orthogonalization the
i—1

basis obtained is B' = {b},05,...,b,*}, with by = bjand b; = b; — >_ u;;b; for
j=1

2 < i < n where p;; = (b;, b]>/||b;k||2|3l

Remark. The corresponding Gram-Schmidt(GS) basis is B* = [b], ..., %], where

bi = by and bf = proj,_,(b;) for 2 < i < n, where proj,_,(b;), the projection of b;

17



onto (b%,....b* )", is defined as proj, ,(b;) = b; — Z/%J bi. The Gram-Schmidt

coefficients are p;; = (b, b7)/||b3||*. B* is an orthogonal basis for R™, but in general

not a basis for L.

Theorem 2.3. Let B = {by,by,...,b,} be a basis for the integer lattice L. Then

the first successive minima, Ay (L) > min;||b}]|.

Proof. Let v € L'\ {0} and v = > x;b; where z; € Z.
i=1

k
Let k be the largest integer such that zy # 0, so v = > x;b;.

i=1
Now,
(v, bt) lebz,bk
= <£C1b1 + .CEQbQ + o+ .kak, blt>
= <$1bl, b};) -+ <$2b2, b;;> + -+ <ZBkbk, b;;>
= (@b, by,)
= 1 (b, b,)
k—1
But, bk = bz + Z /ubk]b;
j=1
Therefore,
k—1
(0,57) = abs+ 3 s B
7j=1

( bE, bE) + Zﬂ,w )

= ] |bi]|*

(u,)
|ul|?

We know that, proj,(v) = pu, where u =

18



Hence,

. v, b%) .,
prOJb* (U) = <||b*|TQ> bk
k

k
_ il

103112

Since the projection cannot be longer than the vector itself, |[projy. (v)[| < [[v]].

So,
o]l = [Jerbill = [axl [0g]] = [[bx]] = mang|[b7[| - (zx € Z, 21 # 0, so, |ax| > 1)

]

Theorem 2.4. Let B = {by,by,...,b,} be a basis for the integer lattice L C Z".

Then, vol(L) = [T:—, ||bf]]

Proof. Let B and B’ be the n X n matrices whose i-th columns are b;, b} respec-

*

tively and () be the n x n matrix whose i-th column is Hl;—i”

Let U be the following n x n upper triangular matrix,

L opor piz1 -+ pim
0 1 g -+ pn2
U=10 0 1 - jps
o 0 0 - 1
Let D be the n x n diagonal matrix with the diagonal entries ||b3]], |65, - - -, [|b%]|

By the definition of Gram-Schmidt basis, B = B*U

Here,
by
167 1]

q; =

That is, ¢;’s are orthonormal as b is orthogonal.

19



From this, it can be observed that,

QD = |[b7]-g: = 1b7]]. 75 = b]
10711

— B*

Therefore, B* = QD

Since, B* is an orthogonal matrix and () is an orthogonal matrix, QQT = I
which implies, B = QDU.

So,

vol(L) = |det(B)| = | det(Q). det(D). det(U)|

= [det(D)|

=T
1=1

2.1 Gaussian Lattice Reduction:Main Ideas

The Gaussian Lattice reduction algorithm solves SVP in the lattices of dimension
2. It helps us to find an optimal basis in a lattice of dimension 2. The underlying
idea is to alternatively subtract multiples of one basis vector from the other until
further improvements is not possible. So, suppose that L C R? is a 2-dimensional
lattice with basis vectors v; and vy. Swapping v; and v, if necessary, we may
assume that [|vi|| < ||vs]|. We now try to make vy smaller by subtracting a
multiple of v;. If we were allowed to subtract an arbitrary multiple of vy, then we
could replace v, with the vector

vk =y — 22
2 P

20



which is orthogonal to v;. The vector v; is the projection of vy onto the orthogonal
compliment of v;. Since the vector v; is unlikely to be in L, in reality we are allowed

to subtract only integer multiples of v; from vy. So we replace vy with the vector

. V1.V2
vy —mu; with m = L —‘

If vy is still longer than vq, then we stop. Otherwise, we swap v; and vy and repeat
the process. Gauss proved that this process terminates and that the resulting

basis for L is extremely good. The next proposition makes this precise.

Proposition 3 (Gaussian Lattice Reduction). Let L C R? be a 2-dimensional
lattice with basis vectors v; and vs. The following algorithm terminates and yields

a good basis for L.

Loop
If ||ve|| < ||v1]], swap vy and vs.
Compute m = |vi.va/||v1]]*] .
If m = 0, return the basis vectors v; and wvs.
Replace vy with vy — muy.

Continue Loop

More precisely, when the algorithm terminates, the vector v; is a shortest nonzero

vector in L, so the algorithm solves SVP.

Proof. We will prove that v; is the shortest nonzero lattice vector. So we suppose
that the algorithm has terminated and returned the vectors v; and wvs. This
means that ||vs|| > ||v1]| and since the algorithm terminates when m = 0 and

m = [vrva/[[or|*],

|v1.v9]
<
[Jv ]2

N | —

[Geometrically, it says that we cannot make vy shorter by subtracting an integral

21



multiple of vy from vs.]

Now, let v € L is any nonzero vector. Therefore,
V= QU1 + QaUs
which implies,

0] = [Jervr + agusl|”
= lloqvi|* 4 20005 v1.v0|| + [|avs|?
> af||v1|]” = 2| aslvr.va| + a[us|[?
> af||vi|]* = Jeanaal|[v1|]* 4 a3 v
> af||vi|[? = Jeanaal|[vi|[* 4 a3 v ]|

= (of — |aa[Jaz| + a3)l[vr]?

For any real numbers, say t; and t,, the quantity,

1 3 3 1
12—ttty + 12 = (t; — =19)% + 2 = Z82 + (=t — 19)?
1 —hita + 15 = (t 22)+4 41+(21 2)

This is not zero unless t; =t = 0. So since a7 and «y are integers and not both
zero tells us that [[v]|*> > ||v1]|?, which implies that v; is the smallest nonzero
vector in L.

Hence the proof. O
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Chapter 3

LLL Algorithm: Main ideas

3.1 Public-key cryptographic schemes

The public-key cryptographic schemes that are widely deployed in practice are
RSA and Elliptic curve cryptosystems(ECC). In 1994, Peter Shor discov-
ered a very fast quantum algorithm that can break all RSA and elliptic curve
cryptosystems.|]]

In August 2024, the U.S. government’s National Institute of Standards and Tech-

nology(NIST), published standards for quantum-safe lattice-based schemes:
e Kyber: A key encapsulation mechanism(KEM).
e Dilithium: A digital signature scheme.

Kyber and Dilithium are already deployed in large-scale applications. The se-

curity of Kyber and Dilithium is based on the hardness of solving two problems:
e Learning With Errors (LWE) problem.
e Shortest Integer Solutions (SIS) problem.

Both LWE and SIS can be reformulated as instances of the Shortest Vector Prob-
lem and it’s approximate version. The fastest methods known for solving SVP

are refinements of the Lenstra-Lenstra-Lovasz (LLL) algorithm.
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3.2 LLL Algorithm: Main ideas

The LLL Algorithm (also known as L3) is a polynomial-time algorithm that finds
a relatively short basis for lattice. It was discovered by Arjen Lenstra, Hendrik
Lenstra, and Laszlo Lovasz in 1982. The first major application of the LLL was
a polynomial-time algorithm for factoring polynomials with rational coefficients.
Since then LLL has found numerous applications in computational number theory
and cryptography. It’s most prominent application is solving the Shortest Vector
Problem (SVP), which is central for assessing the security of lattice based cryp-
tosystems.

Let L be an n-dimensional integer lattice. As with Gauss’s reduction in two dimen-
sions, it is not difficult to find a lattice basis B = [by, bs, ..., b, so that the Gram-
Schmidt (GS) coefficients j;; are small, specifically [p;;] < & for 1 < j < i < n.
This condition, is known as size reduction, ensures that the basis vectors are rea-
sonably close to being orthogonal. However, it does not guarantee that the basis
vectors themselves are short.

Consider a randomly chosen lattice basis B. One expects that the GS vectors
b1, ..., b; rapidly decrease in length. This is because each vector b} is obtained by
projecting b; onto the orthogonal compliment of the subspace spanned by the ear-
lier basis vectors by, ..., b;_1. As i increases, this orthogonal compliment has smaller
dimension, and consequently the projection of b; typically tends to be shorter.

A key invariant of lattices comes into play here. Although the individual GS vec-
tors depend on the chosen lattice basis, the product of their lengths doesn’t, it is
equal to the volume of the lattice. The central idea behind the LLL algorithm is
to exploit this fact by reshaping the basis so that the lengths of the GS vectors
are distributed more evenly, rather than dropping off too quickly.

The mechanism that makes this possible is a sequence of local operations: size
reduction and swaps of adjacent basis vectors. The swaps are designed to slow

down the rate at which the GS lengths decrease, thereby forcing earlier vectors to
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become relatively short. In particular, the first vector 0] is expected to be rela-
tively short, and thus so will the first lattice basis vector by, since b; = bj. More
precisely, we’ll prove that the first vector in the lattice basis produced by the LLL

n—1)/2

algorithm is guaranteed to have length no more than 2( times the length of

a shortest nonzero lattice vector.|5|

3.3 LLL-reduced bases and Lovasz condition

Definition 3.1. A lattice basis [by, ..., b,] is called size reduction if |p;;| < 3 for
all 1 < j < i <mn. A size reduced basis is said to be LLL-reduced if it also satisfies
the Lovasz condition,

e (3 *
10k > (Z - Mz,k—1)||bk—1||2 for all 2<k <mn.

Since 0 <y ,_, < i, the Lovasz condition implies that ||b|[* > 3|[bf_,|[>. In
other words, the GS basis vectors are not allowed to shrink too quickly as we move
along the basis.

An equivalent way to express the Lovasz condition is,

% * 3 *
10k + Hrep—r by |* > Zku‘le
Theorem 3.1. Let [by,...,b,] be an LLL-reduced basis of a lattice L. Then

1Bl < 207920 (L)
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Proof. For each 2 <1 <n we have,

* 3 *
|[0; ||2 > (Z - M?,z’—l)“bz‘—l”
3 1

1 1
> 15— DI (Since luia] < 5 implies that, -, <

-4
]' *
- §||bi71|‘2

therefore, ||bf[|* > 3[bj_[[> implies that, [|bj_[|* < 2[|b}]]*
For ¢+ = 2,

[16311% < 2[[b3]|*

For ¢ = 3,

163117 < 2]|b5]*

Therefore, (3.1) implies that,
16117 < 2(2(1b3]*) < 27| |b5]]*

For ¢ =4,

16511 < 2[[b3]?

Therefore, (3.2) implies that,
167117 < 22(21b3l %) < 27| 03]

Generally,

1631 < 27 {]bi]|*
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Since b; = b}, which implies that,

[1Ba][* = 110311 < 2]l

So, taking minimum over all i;

61| < 2" Pming||bF]]* < 27T A(L)?

which implies that,

[[be]] < 2D 0 (L)

3.4 Size reduction

The given Algorithm is a simple procedure for size reducing a lattice basis. The
size reduction is performed in steps 4-7. In step 7, b; is size reduced with respect

to b]
Algorithm 1: Size reduction

1 Input: Lattice basis B = [by,. .., b,]

2 Output: Size-reduced basis B = [l;l, R

w

Compute the Gram—Schmidt orthogonalization B* = [b},. .., b%].
4 for i =2tondo

5 for j=71—1to 1do

o | | Compute u; = .52/

7 Set b; <= b; — [pi;j] b;;  // size-reduce b; with respect to b;

8 return (B = [by,...,b,))

Theorem 3.2. Size reduction works. That is, the basis B = [b~1, ...,b~n] produced
by the above mentioned algorithm is a size-reduced basis of L(B). Moreover, size-

reduction leaves the Gram-Schmidt basis unchanged.

27



Proof. Claim 1: B is a basis for L(B).

We know,

So,

L(B) = {O_/lbl + ...+ anbn 7S Z}

L(B) = {Bib1 + .. + Buby 3 8; € 2}

~ i—1 ~
Also, b; = b; — > |pi;1b; € L(B), since b;,b; € B. So, b; € L(B) implies that,
j=1

L(B) C L(B). Now,

which implies b; € L(B). Therefore, L(B) C L(B). So, lattice does not change
under change of basis. Hence, B is a basis of L.
Claim 2: The Gram-Schmidt basis of B is identical to that of B.
We need to prove that b~j =0f,foralll1 <i<n
Let V; = Span(by, bs, ..., b;) and V, = Span(b], 52)
We know,
bi=b;— Y |pijlbj, forall 1< j<i<n
j=1
which implies that, b; = b; — Span {b1,....;b;_1}. That is, b; = Span {b1,....,b;}.
Hence b~Z € V,and V, C V.

Now, it is known that,

—_

i—1 i—
bi =b; — ¥ _|pij|bj, which implies that b; = b; + > [ 1;7]b;

j=1 7=1
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Clearly b; = b, € V. Assume by induction that b; € f/] for j <i—1. Then So,

—_

by = b; + L5105 € V;

j=1

Therefore, V; C V;. That is, V; =V, for i = 1,2,...,n.

Thus,

by = proj(f/i_l)L(bi)
= projy, - (bs)
= proj(vi_l)L(bi + ¢;) for some ¢; € V;_;

(2

This proves the claim.

Claim 3: B = [by, ..., b,] is size reduced.

We need to prove that |fi;;| < %, forall 1 <j<i<n.

We will show this for i = 2 and ¢ = 3 and general case follows by induction. Now,
i—1

j=1

So,b~1:b1. Now fort =2 and j =1 ;

sz = by — Luiﬂ by, where po =
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The new Gram-Schmidt coefficient,

. (ba, b})
SNl
_ (ba — 21 [b1, b7)
|67 [?
_ <b2a bT> - <Lu21-|b17b>{>
[[b3][2
_ <b2=bT> - Lu21~|<b17b>{>
[[b3] [
(b, b7) — [pan [ {07, 07)
[[b3] [
_ (Do, b7) — Lpan 1110717
- (6312
by, b}
= e ]
= po1 — [p21]
Hence,
|fig1] < !
-2

Now, fort =3 and j = 2,1

) by, bt
bg = bg — U,L32-| bg, where H32 = <HZ*H22>
2
~ bs, b}
b3 = b3 — | p31]b1, where iz = <||Z*||12>
1
First we will find the value of jigs,
(b3, b5)  (bs — |ps2]ba, b3)
lu32 - *[12 *|2
|165]] 1165]]
_ (b3, b5) — (Lps2]ba, b3) (b3, b5) — [psa] (b2, b)
(632 16312
_ (b3, 05) — |paa] (b3, 05) _ (b3, b5) — [ps2][103]1°
16312 16312
<b3’ b;>

= [5]]2 — lus2] = paz — us2]
2
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So we can conclude that

Now, lastly

Hence, in this case too,

The general case follows similarly and hence | ,Ilij| < %, forall1<j<i<n

|63 ]2
<b3 - Uﬁsﬂ b1, bT>

jeals
(bs, b7) — ([ 131101, 07)

|[07][?
(b, b7) — |31 ](b1, b7)

1312
{bs, b7) — [psn [ (b7, b7)

10312
(b3, b1) — Lps1 11052

|65
<b37b*1<>

W — Lpa]

= H31 — Uﬁzﬂ

5 1
|fiz1] < 3

Therefore, the theorem is proved.

3.5 Algorithm Description

The LLL lattice basis reduction algorithm begins by size reduction of the input
basis. It then swaps two adjacent basis vectors b;_; and b; for which the Lovasz
condition is violated. The purpose of the swap is to reduce the rate at which
the Gram-Schmidt vectors decrease in length. If multiple violations occur, the
algorithm is free to choose any one of them; different choices may lead to different

LLL-reduced bases, but all offer the same guarantees. After the swap, the new
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basis is size reduced. The process of swapping a pair of adjacent basis vectors and
size reducing the new basis is repeated until all adjacent pairs satisfy the Lovasz
condition, at which point the basis is LLL-reduced.

Given below is the described LLL Algorithm :

Algorithm 2: LLL lattice basis reduction algorithm

1 Input: Lattice basis B = [by, ..., b,]
2 Output: LLL-reduced basis [by,. .., b,]
3 Size-reduce [by,...,b,] using Algorithm 1.

4 if there exists an index j € [2,n] such that

>k 3 >k
51 < (5= 02 ) sl

then
5 Swap b;_; and b;.

6 Go to step 1.

7 return ([by,...,b,))

The following is the SageMath code of the same :

# The rows of matrix B are the basis vectors for an integer lattice L

B = Matrix(ZZ, [[1,01,0,[11)

print (det(B)) # Determine the volume of L

C,mu = B.gram_schmidt () # Determine the Gram-Schmidt basis and coefficients
print (C)

print (mu)

D = B.LLL(0.75) # Determine a (3/4)-LLL-reduced basis for L
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print (D)

# Determine a shortest nonzero vector in L

from sage.modules.free_module_integer import IntegerLattice

L = IntegerLattice(B)
v = L.shortest_vector()
print (v)

Example 3.1. The LLL reduction of the basis,
B=1(7,8,—-6,—6,—4),(2,2,—-1,—-1,-1),(-2,1,0, -2, —4), (—5,—10,7,7,6), (0, —3,0, —3, —3)]

is as follows:

step k swap basis after swap

2 2 -1 -1 -1
7 8 —6 —6 —4
2 1 swap by and by -2 1 0 —2 —4

-5 =10 7 7 6

11 3 swap b3 and by 0 —-1 1 =1 =2

23 4 swap by and bs 0 —-1 1 -1 -2
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27

30

32

37

46

swap bz and by

swap by and by

swap b; and by

swap by and by

swap bz and by

34

2 -1
0 -2
-1 0
-1 1
2 1
2 -1
-1 0
0 -2
-1 1
2 1
-1 0
2 -1
0 -2
-1 1
2 1
-1 0
-1 =2
2 -1
-1 1
2 1
-1 0
-1 -2
-1 1
2 -1
2 1




o8

62

65

67

76

swap by and bs

swap bz and by

swap by and by

swap b; and by

swap bz and by

1 -2
-1 1
0 —1
2 -1
~1 0
—1 -2
0 -1
1 1
2 -1
-1 0
0 -1
1 -2
-1 1
2 -1
0 —1
-1 0
1 -2
-1 1
2 -1
0 -1
~1 0
-1 0
1 -2
2 -1
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Conclusion

This project presented a systematic study of lattice theory and the Lenstra—Lenstra
—Lovasz (LLL) lattice reduction algorithm, emphasizing both their mathematical
foundations and computational significance. Beginning with the basic concepts
of vector spaces, lattices, lattice bases, and Gram—Schmidt orthogonalization, the
study established the theoretical framework required to understand lattice reduc-
tion. The properties of lattice volume, successive minima, and fundamental com-
putational problems such as the Shortest Vector Problem (SVP) and Closest Vec-
tor Problem (CVP) were discussed to highlight their importance in computational
mathematics. The principles of Gaussian reduction and the LLL algorithm, includ-
ing size reduction and the Lovasz condition, were examined to demonstrate how
arbitrary lattice bases can be transformed into reduced bases containing shorter
and nearly orthogonal vectors. SageMath implementations further illustrated the
practical application of these concepts. The project also emphasized the grow-
ing role of lattice reduction in post-quantum cryptography, where the hardness
of lattice problems forms the basis of secure cryptographic schemes. Overall, this
study provides a strong foundation for advanced research in lattice algorithms,

computational number theory, and lattice-based cryptography.
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